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Mobility P,

What does it mean? =

AHow do you define mobility?

AWhat capabilities would you expect?




WirelessTechnologies Overview

Solution Considerations

Define your priorities
ASecurity
AAvailability
ABandwidth

ACost




WirelessTechnologies Overview

WiFi ¢ 802.11a,b,g,n

Pros - high speed, easy to implement
Cons ¢ security, short range, reliability

WIFi considerations
ASecurity
AAvailability
ABandwidth
ACost




WirelessTechnologies Overview

Air Cards ¢ Using cell service providers

Pros - usually secure, widespread availability,
no configuration at destination, card can be moved

Cons - performance varies by day and location

Air Card Considerations
ASecurity
AAvailability
ABandwidth
ACost




WirelessTechnologies Overview

Wireless Hybrids

AWifi for local connection
AAir card for Internet and VPN to main office

AEnd-to-End security, works almost anywhere, you
control firewalls and security policies

Hybrid Considerations
ASecurity
AAvailability
ABandwidth
ACost




WirelessTechnologies Overview

Wireless Security
AEncryption vs. Stealth ¢ Hide Beaconing
A802.11x ¢ WEP, WPA, VPN
AEnd-to-End Security
Alegal Liability




WirelessTechnologies Overview

Future Wireless Technologies???

Considerations
ASecurity
AAvailability
ABandwidth
ACost




Mobile Access to Data

Define what you want to do
AEmail?
ARun Applications?
Application types

V Office Applications

V Databases

V Others??
APaging and Alerting?




Mobile Access to Data

Email

Alnternet-based web access

ANative application remote connectivity
- Outlook Anywhere
- Groupwise

AReal time mobile access ¢ Smart Phones
BlackBerry
Windows Mobile
Others




Mobile Access to Data

Remote Access to Applications and data

Aconnection method - Private or Internet

A+ t bc@énnect your remote machine to your
company network

V Security-@A NHza S4 > dza SNR & 3
V Firewall restrictions at remote sites
V Bandwidth limitations
ARemote Desktop
V Take control of a PC inside the network
V Internet visibility
V Remote printing somewhat problematic




Mobile Access to Data

Microsoft Terminal Services
(Multi-user remote desktop)

A Becomes c,ost-effective at three or more remote
RSajluz2Ll) t/ Qa

A a2NB FdzyOiliAazyltAade GKI
A Application compatibility maybe an issue

A Third party enhancements ¢ Citrix MetaFrame
Services

A Windows Server 2008




Mobile Access to Data

Hybrid Solutions
VPN then Remote Desktop

Appliances

Gateways that accomplish multiple objectives
with a single sign-on




Mobile Access to Data

Integration of Voice and Data Systems

A Voicemail delivery to Email systems and
Mobile Phones

A Microsoft Communications Server

A Cisco Unified Communications




Y S A BidksQ &

Smart Phones

A Blackberry with BES to Exchange / GroupWise
A Windows Mobile to Exchange

A 1 @2AR dzaAy3 OStt LINRPODARS
POP3/IMAP connections

Home use
SSL-VPN Appliance or SonicWall VPN to Terminal Server

Road Warrior
Tablet PC with Air Card, to SSL-VPN, to Terminal Server




How could a Remote / Mobility >
Solution Enhance your Business?

A Faster response times to co-workers, partners
and customers

A Provide options during peak
seasons / events

A Increase customer satisfaction

Enhance QoL




